ABSTRACT Heterogeneous Internet of Things (IoT) and multi-access mobile edge computing (MA-MEC) are believed as supporting technologies for building a smart city. The advancement and flourish of IoT are facilitating the entry of human society into the Internet of Everything era, which lay the foundation of the smart city. To address the conflict between computation capability and low-cost mobile devices in IoT, the MA-MEC is available for supporting the resource-limited and computation-sensitive services and applications by computation offloading and distributed content delivery/caching. However, deploying cloud computing capability within the radio access network may face serious security threats, which stem from not only the existing technologies and networks but also the MA-MEC-based IoT itself. Therefore, in this paper, the solutions to address the security threats are investigated from physical layer perspectives, since physical layer security technologies have the advantages of achieving perfect secrecy, low-computational complexity, and resource consumption, and good adaptation for channel changes. Specifically, we investigate the secure wiretap coding, resource allocation, signal processing, and multi-node cooperation, along with physical layer key generation and authentication, to cope with the emerging security challenges. Finally, the paper is concluded with some possible future research directions.
I. INTRODUCTION
Following the rapid development of information and communication technologies, along with the computer science, the vision of building a smart city is close to a reality than ever before [1] . The evolution of Internet of Things (IoT) [2] , cloud computing, social networking, and others is pushing technology into the structure of smart city. In this process, the convergence of diversified wireless technologies is indispensable to support smooth technical transition and provide
The associate editor coordinating the review of this manuscript and approving it for publication was Jorge Parra. various personalized services. As shown in Fig. 1 , multitudinous wireless networks with different infrastructures and technologies, as well as diverse intelligent terminals, often referred to as heterogeneous IoT [3] , have been widely applied into smart city for supporting real-time surveillance, remote medical, and intelligent transportation [4] , etc. To deploy heterogeneous IoT in practice, multi-access mobile edge computing (MA-MEC) utilizing various radio access technologies adaptively, has attracted increasing concerns, in particular in resource-limited and computation-sensitive scenarios [5] - [8] . MA-MEC, which deploys cloud computing capability within radio access network, provides a novel perspective to mitigate the heavy computing tasks of mobile terminals by computation offloading [9] - [11] . Applying MA-MEC into smart city can significantly reduce the processing latency of the tasks, avoid the congestion of the central cloud computing, prolong the battery lifetime of mobile devices, and thus improve the quality of service and user experience [5] - [11] .
However, some critical issues in building smart city which have been deeply concerned are whether the offered services are secure and trustworthy, and whether the people's data is securely transmitted and stored [12] . Specifically, while enjoying the benefits of MA-MEC based IoT in smart city, some inherent drawbacks are also introduced for accessing mobile edge cloud, which bring potential security risks for confidential data exchanges. For instance, the implementation of MA-MEC in heterogeneous IoT may expand the scope of malicious attack compared with the conventional local data exchanges, since MA-MEC needs to exchange data between smart devices and mobile edge cloud. Furthermore, the distributed and heterogeneous deployments of IoT are beneficial to adversaries to well disguise themselves, so that it is much more difficult to recognize the attacks. Although the densely deployed small cells will benefit the realization of MA-MEC, the evolution towards the architecture of high-density small cells in future heterogeneous access networks also bring critical issues on security, privacy, and reliability of IoT.
For providing security and privacy to smart city data, services, and applications, we need to cope with not only the intrinsic security threats of existing technologies and networks, but also the emerging security threats stemmed from the deployments heterogeneous IoT and MA-MEC. Currently, the developments of communication technologies have also enriched the methods of attacks. All the procedures of information transmission can be attacked by diversified means, such as eavesdropping, traffic analysis, resource consumption, message modification, masquerade attack, denial of service [13] . The real-time connectivity between mobile edge cloud and smart devices, as well as the confidentiality, integrity, correctness, and availability of confidential data can be destroyed. It has been reported in the survey produced by a strategy consulting group, Altman Vilandrie & Company in April 2017, that as many as 48 percent of companies in the US using an IoT network have been the victims of recent security breaches. Therefore, it is of great urgency to develop novel security technologies for building smart city. Consequently, the theories and technologies on information security to support the MA-MEC based IoT have become hot research topics in both academia and industry.
The solutions of information security can be roughly classified into two categories. The first one is the conventional encryption-based security technologies, which is dominant in information security and has been to demonstrate the significant effectiveness in many secure applications [14] . This kind of security technologies, based on the theory of cryptography, is generally adopted at the upper protocol layers above the physical layer [15] . The inherent disadvantages of such security technologies are high algorithm complexity and resource consumption which result from the complicated key generation and management. As discussed in [16] and [17] , the traditional encryption-based algorithms and standards are not perfectly appropriate for resource-limited scenarios because of the computational cost and energy consumption. As an option, the other one is the physical layer security technologies, that are believed to be the effective supplementaries of the encryption-based security technologies to further enhance wireless network security from the physical layer. Compared VOLUME 7, 2019 with the encryption-based security technologies, the physical layer security technologies have the following distinctive advantages.
• Achieving perfect secrecy [18] , [19] . It has been proved from the perspective of information theory that the physical layer security has the potential to achieve perfect secrecy even though the eavesdropper is computationally powerful. This fact is different from the encryption-based methods which can be decrypted by eavesdroppers via brute-force calculation.
• Low computational complexity and resource consumption [18] . Due to without needing to compute and manage key, physical layer security does not rely on the computing capability of hardware equipments, and is therefore lightweight in terms of computational complexity and resource requirements.
• Good adaptability to accommodate the changes of physical layer. By making full use of physical layer properties, such security technologies can accommodate the changes of wireless channel by optimizing the system parameters and transmission schemes. Based on the abovementioned observations, this paper mainly focuses on enhancing information security in MA-MEC based IoT via physical layer approaches.
The rest of this paper is outlined as follows. First, wireless information security solutions are briefly reviewed in Section II. Next, in Section III, we focus on the physical layer approaches for enhancing information security in MA-MEC based IoT. Then, a few possible future directions are discussed in Section IV. Finally, we conclude the survey in Section V.
II. WIRELESS INFORMATION SECURITY SOLUTIONS
The conventional solutions to ensure wireless information security are the encryption-based security technologies, which occupy a pivotal position. In order to simplify network designs and facilitate engineering implementation, wireless networks generally adopt the classical open system interconnection protocol architecture, as shown in Fig. 2 . By adopting the hierarchical structure of protocol stack, different security mechanisms can be deployed at each layer to achieve the comprehensive security requirements of authenticity, confidentiality, integrity, and availability [20] . For instance, at the link layer, secure medium access control (MAC) can be used for preventing unauthorized access of illegitimate users. At the network layer, the frameworks and secure strategies of virtual private networks (VPN) can be employed to provide the encrypted security services. The secure socket is suitable for deploying at the transport layer to authenticate the legitimacy of a user. The end-to-end encryption methods, such as secure hypertext transfer protocols, can be applied at the application layer to encrypt users' confidential information. These security technologies are deployed at the upper layers of protocol stack, which are based on the cryptography theories. All of them use encryption algorithms or secure logical protocol to implement identity authentication, key distribution, and secure information transfer. Because of the heavy computation workloads and high resource cost, it is limited for applying the encryption-based security technologies into some specific scenarios, such as in infrastructureless networks and low-end network in which the communication equipments may be low-cost with small battery capacity, and their computation capability may therefore be weak. A typical example of aforesaid networks is heterogeneous IoT.
The pioneering works of information-theoretic secrecy communications and wiretap channel model proposed by Shannon and Wyner [21] , [22] , respectively, provide a new perspective to reconsider information security and open the door of the research field on physical layer security. Physical layer security based on information-theoretic framework, is considered as very promising security technologies, which focuses on the physical layer to cope with the challenges of wireless information security. The core idea of physical layer security is to implement data secrecy at the physical layer by utilizing the difference between the legitimate channels and wiretap channels which can be generated by the inherent randomness of wireless mediums (such as channel fading and noises) or artificial designs of transmission strategies. It is different from the encryption-based security technologies that physical layer security reduces computational complexity and resource consumption, since this technology does not heavily rely on the computation capability of mobile devices. These advantages make it possible to apply this technology into some resource-limited networks. Moreover, with the full utilization of wireless channel characteristics, physical layer security can flexibly adjust transmission schemes to match the channel changes by the instantaneous optimization and designs of secure transmission strategies.
In MA-MEC based IoT, many practical application scenarios have the following characteristics: no infrastructure, self-organized networking, weak computing capability, limited resources, and so on, which greatly restrict the deployments of the encryption-based security technologies. Physical layer security has the potential advantages of achieving perfect secrecy, low requirement for computing capa- bility, good adaptation for channel changes, and accessible resource savings. Thus, it can be actively exploited to enhance the information security in the practical applications. Many instances can be observed as follows.
Firstly, for implementing secure information exchanges in computation offloading, secure wiretap coding can be performed to protect confidential information from eavesdropping and attacking. In this coding scheme, the conventional procedures of encryption and encoding are combined into a single design of secure wiretap encoding which ensures both reliability and security of information transmissions and eliminates the issues of key generation and management [18] . Additionally, the rapid increase of energy consumption in wireless networks raises the great demand for green computing [9] . The physical layer security technologies, e.g., secure resource allocation and beamforming/precoding, are beneficial to jointly design green and secure strategies to cope with the double challenges of energy consumption and security threats. It is worth noting that, some works have been shown the great potentials of these technologies for improving information security and energy efficiency simultaneously [23] - [27] . These potentials are very significant to the vulnerable and energy-limited applications in the MA-MEC based IoT. Furthermore, the use cases of MA-MEC in heterogeneous IoT, such as computation offloading and distributed content delivery/caching, may cause severe interference and security risk, especially in ultra dense networks [10] , [28] . To address this issue, the secure signal processing technologies known as beamforming and precoding, can be exploited to strengthen or weaken signals in certain directions to achieve secrecy improvements and interference management. Moreover, to implement MA-MEC, we can utilize any network devices with the capabilities of computing, storage, and networking [29] . Thus, by using multiple mobile edge nodes, we can form a virtual multi-antenna system to perform distributed signal processing. Also, the mobile edge nodes can be utilized cooperatively not only for computing and storage [5] , but also for forwarding confidential information to improve transmission quality [30] , [31] and generating artificial interference to confuse attackers [32] - [34] . Besides, in the MA-MEC based IoT, the lightweight key generation approaches for hybrid security solutions are greatly required to lessen the computing burden of low-cost devices. The randomness and uniqueness of wireless channels can be explored for physical layer key generation which only requires non-complex operations and can be implemented using the off-the-shelf hardware with only a change to the drivers [35] . Finally, it is difficult for the attackers to impersonate the specific physical characteristics since that are closely related to the propagation environments and hardware imperfections of the transceivers. Accordingly, we can exploit the specific physical characteristics to perform physical layer authentication for securing MA-MEC based IoT.
Motivated by the aforementioned observations, in order to provide a comprehensive understanding for the advantages of physical layer security technologies, some security approaches based on physical layer viewpoints are discussed in the following section.
III. PHYSICAL LAYER SECURITY FOR SECURING MA-MEC BASED IOT
Due to the openness and sharing of the MA-MEC based IoT and the broadcast nature of wireless transmission, the information security is extremely vulnerable to malicious attacks, such as eavesdropping and interference, node capture attacks, replay attacks, spoofing attacks, malicious code/data injection attacks, cryptanalysis attacks and side channel attacks, etc. [29] . Therefore, the secure approaches focusing on the physical layer characteristics attract increasing concerns, which usually involve secure wiretap coding, resource allocation, signal processing, multi-node cooperation, physical layer key generation, and physical layer authentication, as illustrated in Fig. 3 . In this section, we review these physical layer approaches to cope with the security challenges.
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A. SECURE WIRETAP CODING
It has been demonstrated that the imperfections of wireless channels resulted from noise, fading, and interference are no longer the burdens for implementing secure communications at physical layer. Inversely, as discussed in [36] - [38] , by suitable secure coding designs, the negative impacts of imperfect wireless channels can be harnessed to achieve not only error correction for legitimate users but also information-theoretic security against adversaries. To this end, the secure wiretap coding is the primary considered security strategy in MA-MEC based IoT, which usually involves stochastic coding, error-control coding, and network coding.
1) STOCHASTIC CODING
The classic secure wiretap coding is stochastic coding, in which a secrecy code must exhibit a nested code structure [18] , [36] , [39] . In this coding scheme, as illustrated in Fig. 4 , a mother codebook with 2 n(R s +R e ) codewords is generated through the distribution probability of inputs x n , while the mother codebook is indexed by (w s , w e ) with w s ∈ 1, · · · , 2 nR s and w e ∈ 1, · · · , 2 nR e . Here, the code rate is split into the rate R s of actual secret messages and the rate R e of protection messages with no information content. For each of the messages w to be transmitted securely, a subcodebook indexed by w s of the mother codebook is associated with the given message, and the transmitted codeword is then randomly selected within the sub-codebook by selecting w e randomly from 1, · · · , 2 nR e . Accordingly, the codeword (w s , w e ) will be sent. By such a stochastic encoding scheme, the reliability and security of confidential messages can be guaranteed simultaneously, since the enough redundancy of the mother codebook provides the safeguard for reliable decoding of legitimate receivers and the sufficient randomness of the sub-codebook increases the adversary's uncertainty about the transmitted message [39] . 
2) ERROR-CONTROL CODING
In addition to stochastic coding scheme, some popular channel coding schemes can be examined and exploited for the secrecy applications in MA-MEC based IoT. In the family of error-control coding, low-density parity-check (LDPC) codes and polar codes play very important roles in coding for secrecy. LDPC codes constitute a family of graph-based block codes, which can approach the fundamental limits of channel coding when the block length is large enough [19] . LDPC codes can be generated with a sparse parity-check matrix that is intuitively characterized by a bipartite graph known as a Tanner graph [36] . By constituting a Tanner Graph and its sparse parity-check matrix, we can easily define LDPC codes for secrecy. In practical applications, in order to construct a nested code structure for secrecy coding, some refined LDPC codes can be exploited, such as two-edge type LDPC codes, punctured LDPC codes, and coset coding with the dual of LDPC codes.
Polar codes [40] - [43] , as a family of low-complexity linear block codes, are rooted in the channel polarization phenomenon [44] . Channel polarization, including channel combination and channel decomposition, can divide the channels into noiseless subchannels and pure-noise subchannels. By using the polarized channels, the information bits can be transmitted to the intended nodes and adversaries over the noiseless subchannels and pure-noise subchannels, respectively. Therefore, the intended nodes can decode the secret bits securely and reliably due to almost noiseless transmissions, whereas the adversaries cannot obtain any secret bit due to pure-noise transmissions [45] . Accordingly, the information security can be guaranteed by such a coding scheme. In addition, other coding schemes can also be adopted for secrecy improvements, such as turbo code based coding schemes and nested lattice coding schemes. In [46] , a turbo code-based scheme for adaptive secure channel coding is proposed to enhance the security and reliability of information transmission. In [47] , the nested lattice codes are exploited for cooperative jamming. The aforementioned coding schemes may be difficult in decoding, but they are typical and effective for secrecy at the access point side.
3) NETWORK CODING
Network coding which is extensively used in cooperative networks, can bring remarkable benefits in terms of throughput, reliability, and security [48] , [49] . The core idea of network coding is that the coding strategy allows the intermediate nodes in a cooperative network to mix different data flows through algebraic combinations [19] . Considering a very common scenario of the MA-MEC based IoT, as illustrated in Fig. 5 , where two nodes exchange data with an intermediate node, the network coding can then be performed at the intermediate node by simple exclusive-or operations with the two received messages, and a combined message is sent in a single broadcast transmission. Accordingly, the energy saving and delay reduction can be achieved due to the decrease of transmissions and timeslots, while the security can be guaranteed by the algebraic combinations of multiple datagrams that improve the ambiguity of the transmitted messages. To achieve high performance requirements, some complicated network coding schemes can be designed for transforming data packets into a collection of symbols from a specific finite set, and then a linear combination of these symbols is retransmitted over the network. According to [19] , from the viewpoint of network security, the network coding protocols can be classified into two main categories including stateless and state-aware protocols, where the former without the need of any state information to compute a network code can be supported by random linear network coding and the latter relying on partial or full network state information to compute a network code can be carried out by optimizing coding operations.
B. SECURE RESOURCE ALLOCATION
It has been widely investigated that wireless network resources have great potentials for enhancing physical layer security. By exploiting the multi-dimensional resources of wireless networks, it is possible to intentionally extend the difference between legitimate channels and wiretap channels, so that a high rate for secrecy coding can be achieved to improve secrecy level. Therefore, secure resource allocation is an available countermeasure against security attacks in MA-MEC based IoT, which can be performed between end-devices and mobile edge cloud or implemented among cooperative edge nodes.
As shown in Fig. 6 , the multi-dimensional wireless network resources typically include the frequency, timeslot, and power in orthogonal frequency division multiple access (OFDMA) networks. In multi-antenna and multi-node wireless networks, the resources generally refer to the spatial degrees of freedom provided by multiple antennas and nodes, which bring the opportunities for secure resource management in spatial dimension. In such multi-antenna and multi-node scenarios, secure resource management implies selecting appropriate antenna or node set for end-devices and mobile edge nodes with the multiple objectives of security, reliability, and power/energy savings.
When the MA-MEC is supported with OFDMA technology, some granular methods for secure resource allocation can be implemented to allocate the optimal time-frequency resource blocks and the power level for information transmission under the measurements of secure performance metrics. To be specific, secure resource allocation is to select the best time-frequency resource blocks (measured by secrecy rate or other secure performance metrics) for legitimate user pairs, and to allocate power adaptively over the selected resource blocks according to channel changes. For achieving these purpose, the global optimization of joint subcarrier and power allocation is performed over all resource blocks based on instantaneous channel state information (CSI) [50] .
Following multi-antenna technologies applied into the heterogeneous IoT, the information secrecy can be improved from the spatial dimension by exploiting multiple antennas. In such scenarios, it may be harmful to directly use all antennas for transmission, since the received signals at legitimate user and eavesdropper can be enhanced simultaneously by multi-antenna diversity gains whereas the difference between them may be decreased. Therefore, in this case, secure resource management can be carried out to select appropriate antennas for legitimate user pairs to enlarge the difference between legitimate channels and wiretap channels and to save power/energy simultaneously [51] , [52] .
Furthermore, in cooperative networks, the relaying technologies can be introduced for establishing a network connection while protecting from eavesdropping. Then, the secure resource management will be further expanded to the cooperative edge nodes, which involves the optimal relay selection combined with subcarrier and power allocation. By designing the optimal security strategy of joint node management VOLUME 7, 2019 and resource allocation, the secrecy enhancements and power/energy savings can be achieved at the same time to support MA-MEC [23] , [25] , [27] .
C. SECURE SIGNAL PROCESSING
The deployments of multiple antennas and nodes in the MA-MEC based IoT are beneficial to secure signal processing which usually refers to beamforming (BF) and precoding [53] . By secure beamforming, one-rank transmission is performed to transmit single secret data stream over multiple antennas or nodes, while by secure precoding, multi-rank transmission is carried out to transmit multiple data streams over multiple antennas or nodes. Generally speaking, the beamforming serves as a special case of the precoding [53] . Both of the two signal processing techniques are designed for taking advantage of spatial diversity or multiplexing gains, such that a high level of secrecy can be achieved, while achieving high transmission efficiency and reliability.
The secure beamforming/precoding can be roughly categorized into four classes, that are covering beamforming, zero-forcing (ZF) beamforming, optimal beamforming, and artificial noise (AN) assisted beamforming [45] , as illustrated in Fig. 7 . The covering beamforming, such as maximum ratio transmission beamforming, controls the beam towards the intended nodes for achieving precise coverage while strengthening the intended nodes' signals simultaneously. However, the covering beamforming may lead to information leakage on the direction to the adversary, as shown in Fig. 7(a) . The ZF beamforming can overcome the faults of information leakage to the adversary by completely suppressing the beam towards the adversary, as depicted in Fig. 7(b) . The ZF beamforming is of particular interest in practice because of its low-complexity implementation which can be easily carried out by finding the null space of the wiretap channels. As a result, the apparent feature of ZF beamforming is that the beam vector is orthogonal to the adversary's channel vector. However, the ZF beamforming is not optimal for precisely covering the intended node. In order to achieve the optimal performance requirements of physical layer security, the optimal beamforming is globally designed with the considered security objectives and resource constraints, as illustrated in Fig. 7(c) . However, the resulting procedures and information leakages from such an optimal design may be inevitable. Therefore, some suboptimal beamforming schemes with low complexity may be more practical choices in MA-MEC based IoT.
In addition to the abovementioned beamforming techniques, the AN-assisted beamforming is also attractive in physical layer security [54] , [55] . The key idea of the AN-assisted beamforming is that the transmitted signal is superimposed with AN by which we can disrupt the reception at the adversary. A simple but not optimal AN-assisted beamforming lets the AN lie in the null space of the legitimate channels, such that the intended node can completely avoid the unwanted influences generated by the AN, as shown in Fig. 7(d) . To ensure the global optimal performance of secrecy, the AN-assisted beamforming is usually designed carefully, whereas the computational complexity and AN leakages to the intended node may be unavoidable. In addition, the use of AN may consume additional power, so that the power allocated for transmitting the secret messages is decreased consequentially. Therefore, the AN-assisted beamforming combined with power allocation between the AN and secret messages can be performed to achieve the global optimal performance of secrecy [55] .
D. SECURE MULTI-NODE COOPERATION
Multi-node cooperation has been proved to have great potentials for securing wireless transmissions from the framework of information-theoretical security [56] , which is also useful in MA-MEC based IoT. The distributed architecture in MA-MEC based IoT provides rich opportunities to carry out secure transmission by using cooperative diversity. Some well-developed cooperative relaying protocols are available, including decode-and-forward (DF), amplifyand-forward (AF), noise-forward (NF), and compress-andforward (CF) protocols. The DF and AF protocols focus on strengthening the received signals of the intended nodes to improve the secrecy capacity. The NF protocol allows the relay nodes to forward information and emit AN simultaneously, such that the retransmitted signals are protected from eavesdropping. Specifically, the relays multiply its received signal by a weight, and then superimpose an AN onto the weighted signal, such that the legitimate channels between the relays and the destination are enhanced by the cooperative relaying while the wiretap channels between the relays and the adversaries are degraded by the AN [57] . The CF protocol can be viewed as a variation of the NF [56] , in which the relay node retransmits a quantized version of its noisy observations to help the destination decode the source's message, and also transmits independent codewords of AN to confuse the adversaries. It is worth noting that, the cooperative relaying can also be implemented with untrusted nodes for achieving a higher secrecy rate while protecting the confidential data from them [58] .
Another interesting strategy is cooperative jamming that allows the intermediate nodes emitting interference signals to degrade wiretap channels. In particular, in multi-hop or full-duplex transmission, not only the intermediate nodes but also the source node and the intended node can be employed for emitting interference signals. For example, in the multi-hop transmission, the destination node and the source node can be enabled to emit interference signals to jam the adversaries in the source broadcasting stage and the relaying stage, respectively [59] . Intuitively, the null-space cooperative jamming is a simple and effective way without any harm to legitimate nodes, since this strategy emits interference signals in the null space of the legitimate channels. It is onefold to perform pure relaying or jamming. The hybrid schemes, as illustrated in Fig. 8 , can be developed to combine both advantages of the relaying and jamming strategies to improve secrecy further [60] . The key idea of the hybrid schemes can be summarized as that, by clustering the intermediate nodes, a part of intermediate nodes are used to retransmit the confidential massages while another part of intermediate nodes are used to confuse the potential adversaries. Then, the mode decisions for cooperation can be carefully designed in practice. Furthermore, the great gain of security performance can be obtained by combining the multi-node cooperation with the resource allocation and signal processing, such as multi-node cooperation with power allocation [61] , beamforming [62] , or AN precoding [57] . 
E. PHYSICAL LAYER KEY GENERATION
The wireless information transmissions in MA-MEC based IoT provide sufficient randomness for implementing physical layer key generation. Such key generation mechanisms do not depend on computing capability and require any aid from other users. Unlike the traditional cryptographic security which relies on public key infrastructures and cryptographic algorithms to manage secret keys, physical layer key generation is an information-theoretical security technology, since it is based on the channel randomness involving CSI, received signal strength (RSS), and phase information (PI) [35] . In other words, the channel properties including temporal variation, spatial decorrelation, and channel reciprocity, serve as the basis for physical layer key generation [35] , [63] .
• Temporal variation is caused by the unpredictable movements of transceivers themselves or other objects in the propagation environment, which may make the received signal experience different fading along time. The randomness resulted from such unpredictable fading can be used for physical layer key generation.
• Spatial decorrelation indicates that channel variation is independent over space. To be specific, when an adversary locates more than one-half wavelength away from the legitimate transceivers, it will experience multipath fading that is uncorrelated with the fading between the legitimate user pairs. This property can be used as the random source for physical layer key generation.
• Channel reciprocity implies that the multipath and fading at both ends of the same wireless link (same carrier frequency) are theoretically identical. This property is essential for the physical layer key generation. By using the channel reciprocity, the legitimate users can convert their channel estimates into the same key bits. A general process of physical layer key generation includes the following subprocesses: channel probing, randomness extraction, quantization, information reconciliation, and privacy amplification [35] , as described in Fig. 9 . Firstly, the channel probing is performed to collect channel VOLUME 7, 2019 measurements by exchanging channel probing signals between two legitimate nodes. The channel measurements can be CSI, RSS, or PI. And then the randomness used for key generation is extracted from the collected channel measurements. After that, the quantization is carried out to map the extracted randomness into binary values. When there are key disagreements between the two nodes after the quantization, the information reconciliation is implemented between them for guaranteeing that the keys generated separately at both nodes are identical. However, the information transmitted in the reconciliation stage may be eavesdropped by adversaries as well. This is harmful for the security of key generation. Thus, the privacy amplification is then performed for eliminating the adversaries' partial information about the key and the correlation among the key bits.
According to the choices of the channel parameters, there are four approaches for physical layer key generation, containing CSI-based, RSS-based, PI-based, and wiretap code based approaches, as discussed in [45] . i) The CSI-based approach uses pilot signals and channel estimations to obtain CSI and further to extract channel randomness for key generation, where the CSI mainly refers to the channel impulse response and channel frequency response. ii) The RSS-based approach is based on the measurements of the power carried by the received signals. The RSS is interesting for the key generation in practice, since it is convenient to get the RSS by pilot signals and channel estimations. To increase the key generation rate, the enhanced RSS-based approach can be developed by the deployments of multiple antennas and carriers. The intuitions behind those enhanced approaches are based on the fact that multiple antennas/carriers can provide more channel randomness than single antenna/carrier [63] .
iii) The PI-based approach generates keys by using the randomness extracted from the PI of the received signals. This approach is popular, since such an approach can achieve a higher key generation rate and implement efficient group key generation [64] . iv) The wiretap code based approach actually uses the secure coding to transmit some confidential data over wireless channels for forming key bits, which is also available for the implementation of the joint reconciliation and privacy amplification.
F. PHYSICAL LAYER AUTHENTICATION
Generally speaking, authentication is in order to recognize the identity information of communication entities to determine whether the information transmission happens among authorized users and whether the received data has been altered. Traditionally, the secret key based authentication is usually deployed at the upper layers of protocol stack, which generally includes the authentication mechanisms of MAC layer, network layer, and transport layer [20] , etc. In contrast, physical layer authentication is carried out at the physical layer by utilizing the physical properties of wireless channels and devices. This security technique may also be remarkably significant for the MA-MEC based IoT. In particular, this security technique may be more effective for resisting against impersonation attacks, since the specific physical characteristics are directly related to the propagation environments and the hardware devices which are rather difficult to impersonate [65] .
A common approach towards physical layer authentication is the channel-based authentication which exploits the uniqueness of wireless channels between legitimate nodes to detect intruders. The basic procedures of the channel-based authentication are consisted of the channel probing to estimate CSI and the hypothesis test to determine the legitimation of nodes. Through channel probing and channel estimation, the intended node can measure and store the CSI between the source node and itself. In the initialization of communications, the intended node compares the current CSI with previous records to determine whether the current message comes form the same source node as the previous ones. If the two channel estimates are very close to each other, the intended node concludes that the current and previous messages are transmitted by the same source node, or the current message is transmitted by an intruder otherwise [45] , [66] , [67] . The mutual authentication of an user pair can be performed by using the similar procedures, as illustrated in Fig. 10 . In MA-MEC based IoT, the channel-based authentication can be implemented based on the fact that the CSI is locationspecific, due to unique scattering, reflecting, spatial variability, and multipath delay which lay the foundations for the channel-based authentication. In addition, within the coherent time, the channel is substantially unchanged. This fact also provides the opportunity to employ the temporal correlation for message authentication [45] , [68] . Furthermore, power spectral densities can also be used for authentication by comparing two random signal realizations to ascertain whether they have identical power spectral densities [69] .
Besides the channel-based authentication, radio frequency fingerprinting is also useful for authentication. The core of this technique is based on the discriminating features extracted from the intrinsic physical properties of hardware devices and environmental conditions. In practice, the hardware components of wireless nodes usually show certain imperfections which may be caused by the environmental factors and the inherent defects of the hardware components themselves. These hardware specifications can be served as unique features for authentication. For example, spectral analysis can be used to discriminate among nodes with different wireless network interface cards [66] , [70] . The carrier frequency offset is also an interesting metric with great flexibility for the device identification [71] , [72] . Moreover, other device-specific characteristics including common phase error [72] , inphase/quadrature imbalance [73] , and the characteristics of digital-to-analog converter and the power amplifier [74] , can also be exploited for device authentication.
Additionally, physical layer signal watermarking and wiretap code-based authentication are also within the category of physical layer authentication. The physical layer signal watermarking is an authentication mechanism which delivers the cryptographical credentials of a data source along with the transmitted messages. The scheme of wiretap code based authentication, as another applied approach, can be implemented by designing suitable wiretap codes which are used as authenticating codes. If a receiver can correctly decode the received signals which have been modulated by the authenticating codes, the corresponding transmitter is authenticated. As discussed in [13] and [45] , such an authentication approach has been applied in practice, such as the spread spectrum coding which has the authentication function because of the fact that the intruder do not know the spreading codes and thus can not decode the intercepted signals.
In summary, we can briefly compare the abovementioned physical layer approaches in Table 1 for providing more comprehensive understanding. In MA-MEC based IoT, we should carefully design these approaches according to the practical applications to make best use of their advantages and bypass their disadvantages.
IV. FUTURE DIRECTIONS
Although the physical layer approaches for secrecy have been extensively investigated for general wireless networks, there may still be some challenges in applying these approaches into the practical systems of the MA-MEC based IoT in building smart city. Thus, great efforts are still required in this field.
First, the secrecy improvements supported by the physical layer approaches are sensitive to CSI which is essential for the optimal security designs. However, it is difficult to get the perfect CSI in many settings due to estimation error, feedback delay, channel mobility, or other reasons. Moreover, the noncooperation or passivity of the adversaries make it impossible to get any knowledge of the wiretap channels. Therefore, to apply the aforementioned approaches in practice should simultaneously consider the security, reliability, and robustness of confidential information transmission with the imperfect or unknown CSI.
Second, the security of MA-MEC based IoT should be supported by the physical layer approaches with high energy efficiency due to the requirements of green communication and computing, in particular in energy-limited settings. In physical layer security, some redundancy information is generated in wiretap coding and transmitted for protecting the confidential messages against eavesdropping, which however, brings extra energy/power consumption. In addition, at the same time that the information security is enhanced by the multi-antenna and multi-node diversity technologies, additional energy/power consumption is inevitable due to the deployments of multiple antennas and communication nodes. In this sense, the physical layer approaches for secrecy enhancements in the heterogeneous IoT should operate in a confidential and green manner to cope with both the security threats and energy limitation.
Furthermore, great efforts are required for the practical performance verifications and experimental applications of physical layer security approaches in MA-MEC based IoT. It is still theoretical to enhance security via physical layer approaches. The practical performances of the proposed approaches has not been fully verified in practice. The experimental applications of those proposed schemes has not yet been widely carried out. There may be many technical challenges needing to be solved when those approaches are applied into commercial MA-MEC and heterogeneous IoT, and especially when they encounter the novel physical layer technologies of next generation networks, such as massive antennas, millimeter wave communication, full duplex transmission, and dynamic heterogeneous networking.
Last, cross-layer security designs should be further explored by combining the physical layer approaches with the conventional upper layer approaches, so that a comprehensive solution can be designed to achieve high security level. The designs of hybrid security schemes based on the specific security technology at each protocol layer is therefore an interesting topic. However, such a security design is usually followed with extremely high complexity which may limit its practical application. Thus, it is of particular interest to design a low-complexity but well-performing hybrid security scheme according to practical scenarios in the MA-MEC based IoT.
V. CONCLUSIONS
Based on the radical evolution of IoT and cloud computing, as well as social networking and other technologies, smart city is being pushed into reality by many organizations, government agencies, and research institutes. To fulfill the interconnected, instrumented, and intelligent cities, diversified wireless technologies and networks are converged inevitably to support various personalized services with high reliability, security, and trustworthiness. The heterogeneous IoT and MA-MEC are believed as the supporting technologies for smart city, and therefore attract increasing concerns. However, pushing these technologies into the practical application in building smart city will bring potential vulnerabilities and security issues. Therefore, in this paper, we compare the encryption-based security with the physical layer security, and propose to cope with the security challenges in MA-MEC based IoT via physical layer approaches which involve the secure wiretap coding, resource allocation, signal processing, and multi-node cooperation, along with the physical layer key generation and authentication. These approaches are appropriate for the secure application scenarios with low-cost and energy-limited devices, thanks to their low computational complexity and resource consumption. By introducing physical layer security, combined with the upper layer security mechanisms, it can be expected that the information security in the MA-MEC based IoT will be guaranteed comprehensively.
